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DETAILED ACTION 



Continued Examination Under 37 CFR 1.114 

A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1 .17(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1.17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on August 
1 , 2006 has been entered. 

Claims 1, 5, 8, 12 and 15 are amended. 

Claims 1-20 are herein considered. 



Response to Arguments 

Applicant's arguments filed August 1 , 2006 have been fully considered but they 
are not persuasive. The Applicant's amendments to claims 1, 5, 8, 12 and 15 are herein 
considered but fail to render claims 1-20 allowable over the available prior art, namely 
Radia et al. 

In response to the Applicant's contention that Radia does not anticipate newly 
amended claims 1-20 because it fails to teach or suggest the feature of analyzing 
information in a packet and then using that information to filter that same packet, the 
Examiner respectfully disagrees. Radia's method and apparatus for dynamic packet 
filter assignment teaches a method and apparatus for filtering IP packets based on 
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events within a computer network (Abstract), those events including but not limited to 
connection requests and logging in and out (column 3 lines 50-55). It is common 
knowledge that events such as connection requests rely upon the passing of packets 
between systems in order to authorize the passing of future information. Those packets 
passed from one system to the next, are then gathered and examined for information to 
determine where they have come from and whether or not they are to be accepted and 
once accepted, their final destination. Radia's packet filter system relies upon the 
information within the packets in order to filter them accordingly (col.4 lines 8-20). 

As a result, the Examiner's previous 35 U.S.C. 102(b) rejections of claims 1-20 
are amended below to address the Applicant's newly amended claims. 

Claim Rejections - 35 USC §112 

The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

Claims 1-20 are rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 

Applicant's repeated use of the word "obtain" in claim 1 serves to confuse exactly 
how values are arrived at, and where they come from. For example, in part b) of claim 
1 , rules are associated with at least one of a plurality of values. Subsequently, in part d) 
a packet is analyzed to obtain one of said values. It is unclear how those values were 
transferred from the initial system presorting the rules to the packet in order to be 
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'obtained' from the packet. Additionally, part e) of claim 1 teaches wherein a rule is 
selected according to the 'one value' obtained previously, in order to obtain a selected 
rule. However, it is unclear whether the 'selection of the rule' is the same as the 
'obtaining of the rule' and why it is necessary to select and then obtain a rule in the 
same limitation. If it is the Applicant's intention to assign a rule, or select a rule based 
upon information collected from the packets, it is suggested that he rewrite the claims, 
replacing the word 'obtain' with a more definite word or phrase in order to clear up the 
ambiguities that presently exist. Independent claims 8 and 15 also include the use of the 
word 'obtain' and are indefinite for the same reasons as given above with respect to 
independent claim 1. The Examiner requests that claims 1, 8, and 15 are amended. 



Claim Rejections - 35 USC § 102 
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 



Claims 1-20 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Radia etal., United States Patent 5,848,233. 
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As per claim 1, Radia discloses a method for presorting a plurality of rules for 
filtering a packet in network, the method comprising the steps of: selecting a 
characteristic (detecting an event) for sorting the plurality of rules; associating each 
(filter) rule with at least one of a plurality of values for said characteristic; receiving the 
packet; analyzing information in the packet to obtain one of said values; selecting at 
least one of the plurality of rules according to said one value obtained by analyzing 
information in the received packet to obtain a selected rule; and applying said selected 
rule to the packet, such that the packet is permitted to enter the network or alternatively 
is dropped in accordance with the selected rule (col.4 lines 2-7 and 12-20). 

As per claim 2, Radia discloses wherein the plurality of rules are presorted 
according to each value for said characteristic (col.6 lines 30-36). 

As per claim 3, Radia discloses wherein said characteristic is at least one of a 
source address of the packet and a destination address of the packet (col.6 lines 18- 
19). 

As per claim 4, Radia discloses wherein said characteristic is a combination of 
said source address of the packet and said destination address of the packet (col. 2 
lines 3-16, col.6 lines 18-19). 

As per claim 5, Radia discloses wherein a user is associated with each value 
such that said associating each rile with at least one value for said characteristic further 
comprise assigning at least one privilege to a user and determining whether to 
associate each rule with said value of said characteristic according to said at least one 
privilege (col. 3 lines 5-21). 
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As per claim 6, Radia discloses wherein said assigning at least one privilege to 
said user further comprises determining a user profile of associated rules according to 
said at least one privilege (col. 3 lines 34-50). 

As per claim 7, Radia discloses associating a user profile with a group profile, 
such that a plurality of values for said characteristic is associated with said associated 
rules of said group profile (col. 3 lines 23-27; col. 7 line 39 thru col. 8 Iine29). 

As per claim 8, Radia discloses an apparatus for presorting a plurality of rules for 
filtering a packet in network, wherein a characteristic (detecting an event) for sorting the 
plurality of rules is selected, said characteristic has a plurality of possible values, and 
each rule is associated with at least one value for said characteristic, the apparatus 
comprising: a software module for performing the operations of: analyzing information in 
the packet to obtain a value for said characteristic; selecting at least one of the plurality 
of rules according to said value obtained by analyzing information in the received packet 
to obtain a selected rule; and applying said selected rule to the packet, such that the 
packet is permitted to enter the network or alternatively is dropped in accordance with 
selected rule (col.4 lines 2-7 and 12-20). 

As per claim 9, Radia discloses wherein the plurality of rules are presorted 
according to each value for said characteristic (col.6 lines 30-36). 

As per claim 10, Radia discloses wherein said characteristic is at least one of a 
source address of the packet and a destination address of the packet (col.6 lines 18- 
19). 
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As per claim 11, Radia discloses wherein said characteristic is a combination of 
said source address of the packet and said destination address of the packet (col.2 
lines 3-16, col.6 lines 18-19). 

As per claim 12, Radia discloses wherein a user is associated with each value of 
said characteristic such that the software module further performs the operations of 
assigning at least one privilege to a user and determining whether to associate each 
rule with said value according to said at least one privilege (col. 3 lines 5-21). 

As per claim 13, Radia discloses wherein said assigning at least one privilege to 
said user further comprises determining a user profile of associated rules according to 
said at least one privilege (col. 3 lines 34-50). 

As per claim 14, Radia discloses associating a user profile with a group profile, 
such that a plurality of values for said characteristic is associated with said associated 
rules of said group profile (col.3 lines 23-27; col.7 line 39 thru col.8 Iine29). 

As per claim 15, Radia discloses a computer program product comprising a 
computer usable medium having computer readable code embodied therein for 
presorting a plurality of rules for filtering a packet in network, the computer program 
product comprising computer readable program code for performing the operations of: 
selecting a characteristic (detecting an event) for sorting the plurality of rules, said 
characteristic has a plurality of possible values, associating each rule with at least one 
value for said characteristic, analyzing information in the packet to obtain said value; 
selecting at least one of the plurality of rules according to said value obtained by 
analyzing information in the received packet to form at least one selected rule; and 
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applying said selected rule to the packet, such that the packet is permitted to enter the 
network or alternatively is dropped in accordance with said selected rule (col.4 lines 2-7 
and 12-20). 

As per claim 16, Radia discloses wherein the plurality of rules are presorted 
according to each value for said characteristic (col.6 lines 30-36). 

As per claim 17, Radia discloses wherein said characteristic is a source address 
of the packet (col.6 lines 18-19). 

As per claim 18, Radia discloses wherein said characteristic is a destination 
address of the packet (col.6 lines 18-19). 

As per claim 19, Radia discloses wherein said characteristic is a combination of 
said source address of the packet and said destination address of the packet (col.2 
lines 3-16, col.6 lines 18-19). 

As per claim 20, Radia discloses wherein a user is associated with each value of 
said characteristic such that said computer readable program code further comprises 
the operations of assigning at least one privilege to a user and determining whether to 
associate each rule with said value of said characteristic according to said at least one 
privilege (col.3 lines 5-21). 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Tamara Teslovich whose telephone number is (571) 
272-4241. The examiner can normally be reached on Mon-Fri 8-4:30. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on (571) 272-3865. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 




tMMANUELL MOISE 
SUPERVISORY PATENT EXAMINER 




